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Oppkobling til KDRS depot

* Sikker tilgang krever to komponenter
— FortiClient VPN for sikker oppkobling

— Tofaktorautentisering:
* VPN passord
* Engangskode fra FortiToken mobilapp.
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Oppkobling til KDRS depot

| forste del av kurset vil vi ta for oss:

* Passord
* Nedlasting og oppsett av FortiClient

* |nstallasjon av FortiToken pa iPhone og
Android

* VPN palogging
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passord.kdrs.no

W Self Service Password Reset x +

&« & & pwm.kdrs.no/p

vm/priv,

o % B & NHE- & !

@ Prosseser for digita Docomentation

I apper [ Welcome | PRTG (A £28 FortiGat=  #r Bookmarks » Andre bokmerker

Self Service Password Reset

Brukernavn

Passord

o' Glemt passord Fa tilgang til kontoen din igjen hvis du har glemt passordet.

o' Glemt brukermnavn Finn glemt brukernavn.

= Aktiviser konto Aktiviser en forhandskenfigurert konto og etabler et nytt passord.

Tidsavbrudd for ingen akfivitet: 4 minutter » = MNorwegian Bokmal
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passord.kdrs.no

* Glemt brukernavn:
Oppgi epostadresse og etternavn for a fa
oppgitt brukernavnet som hgrer til.



passord.kdrs.no

* Glemt passord.
Skriv inn brukernavn.
Du mottar epost med en lenke og en kode.
Klikk pa lenken eller kopier koden inn i riktig
felt for a identifisere deg.
Du mottar SMS med engangspassord.
Logg inn og bytt passord.



passord.kdrs.no

* Aktiviser konto:
Gjelder bare ny konto.

Fungerer pa liknende mate som for glemt
passord.



passord.kdrs.no

* Logg inn med brukernavn og passord for a
endre passord.

* Ved utgatt passord kommer dialog for
passordbytte opp direkte ved palogging.

 Dersom du har fatt mail om at passordet ditt
gar ut snart, er det et valg etter palogging her
for a bytte.



Installer FortiClient

* Versjonen som er tilgjengelig for nedlasting fra
FortiNet er litt for ny.

 Bruk den som du fikk tilsendt far kurset, eller
kontakt hjelp@kdrs.no

e Start installeringsprogrammet pa vanlig mate.



mailto:hjelp@kdrs.no

Installer FortiClient

FortiClient Installer

Statuz
|

Unpacking downloaded image [32%]...
Cancel
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Installere FortiClient

& FortiClient Virus Cleaner

>
Scanning for wiruses and mabhware, this will take a couple of minutes...

Action; Scan running processes... 1001101101

Location: 1010001010

| tern:

Scanned files: 0 Scanned boot blocks: 0

Infected files: 0 Infected boot blocks: 0

Pausze Stop |

|nfected item list;

Status Wiruz | Infected Itemn
£ >
Loqg file: C:hUzerghakahdppl atahLocal\TemphFCPreScantlogshas
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Oppsett av FortiClient

4 FortiClient Setup — *

Welcome to the FortiClient Setup Wizard

The Setup Wizard will install FartiClient on your computer, Click Mext to continue
or Cancel to exit the Setup Wizard,

\\H

[]ires, I have read and accept the! | License Agreement Cancel
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Oppsett av FortiClient

4 FortiClient Setup — *
Choose Setup Type amk
Choose the setup type that best suits your needs EH E
Complete

All Endpoint Security and VPN components will be installed.

VPN Only
Only VPN components (IPsec and S5L) will be installed.

Back Mext Cancel
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Oppsett av FortiClient

4 FortiClient Setup — *

Destination Folder ami
Click Mext to install to the default folder or dick Change to choose another. E-E

Install FartiClient to:

|C: \Program Files (x86)\Fortinet\FortiClient!,

Change...

Cancel
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Oppsett av FortiClient

14 FortiClient Setup - x
S
3
"Saw

Ready to install FortiClient

Click Install to begin the installation. Click Back to review or change any of your

installation settings. Click Cancel to exit the wizard. ﬁl FortiClient Setup — e
=
Installing FortiClient =
Suw

Flease wait while the Setup Wizard installs FortiClient.

Status: |Ipdating component registration

Back Ca|

B FortiClient —
Downloading components.... I,\} [k‘

seasesssnsssnssssssssasssssssssssssssssssssssssssssssssssssssssssasasese () KDRS



Oppsett av FortiClient

£=8 FortiClient _ %
File Help

FEERTINET.

o

AntiVirus

Realtime Protection Enabled

Remote Access

Web Security
Web Security Enabled
E Mo VEN Connesied Configure VPN

i e P

Protect Your Network with FE:2RTINET.
MNumber One Leader in Unified Threat Management
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Oppsett av FortiClient

«aka» er et eksempel. Bruk ditt tildelte brukernavn i skjemaet.

£=8 FortiClient _ %
File Help
New VPN Connection

T Psccven A

Connection Name
|KDRS Depot |

Description
| |

Remote Gateway

|depot.kdr5.nn | [[] customize port

Authentication
() Prompt on login @) Save login

Username

|aka

[] client Certificate

Do not Warn Invalid Server Certificate

| = Apply Close

e e —— R g

'E?!'—H.. EHI =

Protect Your Network with FE:2RTINET.
MNumber One Leader in Unified Threat Management
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Oppsett av FortiClient

£=8 FortiClient _ %
File Help
| _
' KDRS Depot Edit VPN Connection
S5L-VPN L
S5L-VPMN IPsec VPN ~
Connection Name
|KDRS Depot |
Description
Remote Gateway
|depot.kdrs.no | [] customize port |44
Authentication
() Prompt on login @ (® Save login
Username
|aka
[] client Certificate
L
Do not Warn Invalid Server Certificate
e Apply
Secure at home and away
Location-sensitive security features adjust as you move.
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Oppsett av FortiClient

£=8 FortiClient _ %
File Help

[l Enable PN before logon ~

w Certificate Management

[Juse lecal certificate uploads (IPsec only)

¥ AntiVirus Options
Grayware options
[v] adware Riskware
[ scan remowvable media on inserticn
[¥] Alert when viruses are detected
[+] Pause background scanning on battery power

Enable FortiGuard Analytics

 Advanced

[]Enable WAN Optimization
[]1Enable Single Sign-On mohbility agent

[ ] Disable proxy (troubleshooting only)

o
Default tab hd
du Click: th

hanges OK Cancel

i
o
(9]
)
o
=]
=]
o
01
0
o

i
:
]

Secure at home and away
Location-sensitive security features adjust as you move.
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Installasjon av FortiToken

* Finnes App Store for iPhone
* Finnes i Play Store / Google Play for Android
* Tilsvarende for Windows Phone.



Sgke etter App

it O v4d H11:34 eeecC N Telenor & 11.28 @ 80 % W)
& fortitoken ' €1 fortitoken mobile (%]
¥
\ FortiToken Mobile d FortiToken Mobile =
%\k@??’ et Fortinet k]
) 43% Kjop i app
& INSTALLED
Camer ¥ 10:22 AM -
Fornchent VPN E Edit FortiToken Mobile Infa
Fortinet
) ” 43 %
B INSTALLED
SmartVPN :
DrayTek
v - 35% _
== Expires in 27 secs
Secured by Fortinet
~ SuperVPN Free VPN Client i F:RTINET
Q SuperSoftTech
VPN 42%
FREE
strongSwan VPN Client H
strongSwan Project
43%
FREE
P AnyConnect H
Cisco Systems, Inc. &
42%
FREE
» Q @

Jtforsk Sek
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Aktivisering av FortiToken

eeeco N Telenor = 11.31 @ 79 % >

Add Account Info

Welcome to FortiToken Mobile

Scan or enter the key to add an
account

Scan Barcode Enter Manually
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VPN oppkobling og palogging

£=8 FortiClient

File Help

FortiClient

Your system is fully protected by FortiClient

=

0K

Secure at home and away
Location-sensitive security features adjust as you move.

FEERTINET.
Regizter Endpoint

Cancel
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FortiToken viser engangskode

cesss N Telenor = 1230 79 %
FortiToken Mobile . . .
& Edit FortiToken Mobile Info

FTKMOBS51E47C6AF5

309172

Fortinet FortiToken

FTKMOB51A8F65A2A

R 683080

Secured by Fortinet

Expires in 15 secs

Secured by Fortinet

=RTINET. F::RTINET.
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SUCCESS!

a8 FortiClient _ v
File Help

- “
FEERTINET.
( / s fully W FortiClient
\ 0

AntiVirus

Resaltime Protection Enabled

T L KDRS Depot

| o7 192.168.99.2
Web Security —SSLN

Web Security Enabled

(©) Duration 00:02:06
E Remote Access -

VPN Connected =] Bytes Received 1.33 KB
[+ Bytes Sent 13.75 KE

Disconnect
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Tilgjengelige ressurser med VPN

* ESSArch Preservation Platform produksjon
https://essarch.kdrs.no (Alias til server for din organisasjon)

e ESSArch Preservation Platform test
https://essarch-test.kdrs.no (Alias til en av vare testservere)

* NB! Nar kurs kjgres digitalt vil du midlertidig ha en annen
VPN-oppsett, som bare gir tilgang til test miljg.
Dette er fordi dette oppsettet gir tilgang til Internett, som ikke
skal veaere tilgjengelig samtidig med det ordentlige depotet.
Vi flytter kursdeltekerne tilbake til sitt normale oppsett sa fort
vi rekker nar kurset er ferdig.
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https://essarch.kdrs.no/
https://essarch-test.kdrs.no/

Avslutning del 1

| denne sesjonen har vi tatt for oss:

* Nedlasting og oppsett av FortiClient.

* |nstallasjon av FortiToken app pa smarttelefon.
* Oppkobling av VPN til KDRS digitalt depot.

* Tilgjengelige tjenester med VPN koblet opp
mot KDRS Digitalt Depot.



