7 Kommunearkivinstitusjonenes
___ Digitale RessursSenter

KDRS dig.italt depot

Del 1 - Oppkobling
24. jap_yar 2017




Oppkobling til KDRS depot

* Sikker tilgang krever to komponenter
— FortiClient VPN for sikker oppkobling

— Tofaktorautentisering:
* VPN passord
* Engangskode fra FortiToken mobilapp.
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Oppkobling til KDRS depot

| forste del av kurset vil vi ta for oss:
* Nedlasting og oppsett av FortiClient

* |nstallasjon av FortiToken pa iPhone og
Android

* VPN palogging
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Kommunearkivinstitusjonenes Digitale RessursSenter SA (KDRS) er eid av medlemmene som er
kommunearkivinstitusjoner fra hele landet. KDRS skal tilby tjenester og kompetanse til sine medlemmer og
aktivt bidra til & utvikle og effektivisere langtidslagring av digitale arkiv innenfor kommunal og
fylkeskommunal sekior.
KDRS ble stiftet i mai 2010 og har hovedsete i Trondheim. Vi har 11 medlemmer og dekker totalt 63% av
landets kommuner og fylkeskommuner.
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ast ned FortiClient
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Download
FortiClient

KDRS - Kommunearkivinstitusjonenes Digitale Ressurssenter SA - Maskinistgata 1 - 7042 Trondheim - E-post: post@kdrs.no - TH: 73103160 - Faks: 73103161

Logg inn / Registrer deg
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Last ned FortiClient
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@ Forticiient Endpoint Protection v A

I FortiClient

Endpoint Protection

FortiClient extends the power of FortiGate's Unified threat management to FortiClient Feature Highlights
endpoints on your network. Desktops, laptops, tablets & smartphones,
FortiClient enables every device - local or remote, stationary or mobile - to @ Real Time Antivirus tp Web Security
integrate with your FortiGate. With no per-seat license fees, FortiClient _0
takes the headaches out of managing multiple endpoints so your users & o .

3 . o 3 IPSec & SSL VPN Simple to Use
guests can work efficiently anywhere, without compromising your security ;ﬂ &

It's the end-point solution for your FortiGate network.

| D Cross Platform Support l v, Frequent Signature Updates

New Features for Windows & Mac FortiClient v5.4

+ Client Quarantine + Conral M t using EMS
an anagement usin
+ FortiSandbox Integration g i 9 ) ‘ FREE Download
i o -+ Improved Remote Logging & Reporting
<+ Certificate Provisioning
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Last ned FortiClient
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Get FortiClient 5.4 for Windows @ Download FortiClient Features for Windows ==
Windows 7 or higher supported
+ AntiVirus
+ SSL-VPN
7 Get FortiClient 5.4 for Mac OSX V/ Web Filtering
. + IPSec VPN
Mac OSX v10.8 Mountain Lion er higher + Application Firewall
+" 2-Factor Authentication
+" Vulnerability Scan
. Get FortiClient for iOS ~" WAN Optimization
IOS i0S 9.0.0 or higher +~" On-net detection for auto-VPN
+* Rebranding
'ﬁ' Get FortiClient for Android (8] Windows Documentation
Android 4.1 or higher (3] FortiClient Datasheet
Awards FortiClient is also available on Share with a button
W
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Installer FortiClient

FortiClient Installer

Statuz
|

Unpacking downloaded image [32%]...
Cancel
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Installere FortiClient

& FortiClient Virus Cleaner

>
Scanning for wiruses and mabhware, this will take a couple of minutes...

Action; Scan running processes... 1001101101

Location: 1010001010

| tern:

Scanned files: 0 Scanned boot blocks: 0

Infected files: 0 Infected boot blocks: 0

Pausze Stop |

|nfected item list;

Status Wiruz | Infected Itemn
£ >
Loqg file: C:hUzerghakahdppl atahLocal\TemphFCPreScantlogshas
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Oppsett av FortiClient

4 FortiClient Setup — *

Welcome to the FortiClient Setup Wizard

The Setup Wizard will install FartiClient on your computer, Click Mext to continue
or Cancel to exit the Setup Wizard,

\x.

[]ires, I have read and accept the! | License Agreement Cancel




Oppsett av FortiClient

4 FortiClient Setup — *
Choose Setup Type amk
Choose the setup type that best suits your needs EH E
Complete

All Endpoint Security and VPN components will be installed.

VPN Only
Only VPN components (IPsec and S5L) will be installed.

Back Mext Cancel
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Oppsett av FortiClient

4 FortiClient Setup — *

Destination Folder ami
Click Mext to install to the default folder or dick Change to choose another. E-E

Install FartiClient to:

|C: \Program Files (x86)\Fortinet\FortiClient!,

Change...

Cancel
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Oppsett av FortiClient

14 FortiClient Setup - x
S
3
"Saw

Ready to install FortiClient

Click Install to begin the installation. Click Back to review or change any of your

installation settings. Click Cancel to exit the wizard. ﬁl FortiClient Setup — e
=
Installing FortiClient =
Suw

Flease wait while the Setup Wizard installs FortiClient.

Status: |Ipdating component registration

Back Ca|

B FortiClient —
Downloading components.... I,\} [k‘
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Oppsett av FortiClient

£=8 FortiClient _ %
File Help

FEERTINET.

ected by FortiClient

o

AntivVirus

Realtime Protection Enabled

Remote Access

Web Security
Web Security Enabled
IE Mo VBN Connesied Configure VPN

— i o P

Protect Your Network with FE:2RTINET.
MNumber One Leader in Unified Threat Management
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Oppsett av FortiClient

£=8 FortiClient _ %
File Help
New VPN Connection

T Psecven A

Connection Name
|KDRS Depot |

Description
| |

Remote Gateway

|depot.kdr5.nn | [] Customize port

Authentication
() Prompt on login (@ Save login

Username

|aka

[] client Certificate

Do not Warn Invalid Server Certificate

| = Apply Close

e e —— g g

Protect Your Network with FE:2RTINET.
MNumber One Leader in Unified Threat Management
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Oppsett av FortiClient

£=8 FortiClient _ %
File Help
' KDRS Depot Edit VPN Connection
S5L-VPN L)
SSL-VPN IPsec VPN ~
Connection Name
|KDRS Depot |
Description
Remote Gateway
|depot.kdrs.no | [] Customize port |“4°
Authentication
() Prompt on login - (® Save login
Username
|aka
[] client Certificate
L
Do not Warn Invalid Server Certificate
e Apply
Secure at home and away
Location-sensitive security features adjust as you move.
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Oppsett av FortiClient

£=8 FortiClient _ %
File Help

[l Enable wPN before logon ~

w Certificate Management

[Juse lecal certificate uploads (IPsec only)

¥ AntiVirus Options
Grayware options
[v] Adware Riskware
["]scan remowvable media on insertion
[¥] Alert when wiruses are detected
[+] Pause background scanning on battery power

Enable FortiGuard Analytics

* Advanced

[JEnable WaN Optimization
[]1Enable Single Sign-On mobility agent

[ ] Disable proxy (troubleshooting only)

o
Default tab hd
ET‘ Click th

hanges OK Cancel

i
o
0
)
o
=]
=]
o
01
0
o

i
:
]

Secure at home and away
Location-sensitive security features adjust as you move.
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Installasjon av FortiToken

* Finnes App Store for iPhone
* Finnes i Play Store / Google Play for Android
* Tilsvarende for Windows Phone.



Sgke etter App

it O v4d H11:34 eeecC N Telenor & 11.28 @ 80 % W)
& fortitoken ' €1 fortitoken mobile (%]
¥
\ FortiToken Mobile d FortiToken Mobile =
%\k@??’ et Fortinet k]
) 43% Kjop i app
& INSTALLED
Camer ¥ 10:22 AM -
Fornchent VPN E Edit FortiToken Mobile Infa
Fortinet
) ” 43 %
B INSTALLED
SmartVPN :
DrayTek
v - 35% _
== Expires in 27 secs
Secured by Fortinet
~ SuperVPN Free VPN Client i F:RTINET
Q SuperSoftTech
VPN 42%
FREE
strongSwan VPN Client H
strongSwan Project
43%
FREE
P AnyConnect H
Cisco Systems, Inc. &
42%
FREE
» Q @

Jtforsk Sek
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Aktivisering av FortiToken

eeeco N Telenor = 11.31 @ 79 % >

Add Account Info

Welcome to FortiToken Mobile

Scan or enter the key to add an
account

Scan Barcode Enter Manually
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Foérstegangspalogging (nytt passord)

ah Certificate >

General Detailz Certification Path

e https://depot.kdrs.no

@ﬂ Certificate Information

This certificate cannot be verified up to a trusted
certification authority.

Issued to: depot.kdrs.no

Issued by: kdrs-DC-WIN-2012-CA

Valid from 30,09, 2016 to 30.09.2017

Issuer Statement
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https://depot.kdrs.no/

Foérstegangspalogging (nytt passord)

e https://depot.kdrs.no

- ] =
=ITS /0 e
C | A Mot Secure | b#s//depot.kdrs.no/remote/login?lang=en W | w ©
O DO O hisps: 1= B eRT =

000000000000000000000000000000000000000000000000000000000000000000000000 @Knns
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https://depot.kdrs.no/

Foérstegangspalogging (nytt passord)

https://depot.kdrs.no

Your password has expired. Please select a new one:

Mew Password: | |

Confirm Mew
Password: | |

Kommunearkivinstitisjnenss


https://depot.kdrs.no/

VPN oppkobling og palogging

& FortiClient _
File Help

FEERTINET.
Regizter Endpoint

FortiClient

Your system is fully protected by FortiClient

=

OK Cancel

Secure at home and away
Location-sensitive security features adjust as you move.
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FortiToken viser engangskode

cesss N Telenor = 1230 79 %
FortiToken Mobile . . .
& Edit FortiToken Mobile Info

FTKMOBS51E47C6AF5

309172

Fortinet FortiToken

FTKMOB51A8F65A2A

R 683080

Secured by Fortinet

Expires in 15 secs

Secured by Fortinet

=RTINET. F::RTINET.
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SUCCESS!

a8 FortiClient _ v
File Help

- “
FEERTINET.
( / s fully W FortiClient
\ 0

AntiVirus

Resaltime Protection Enabled

T L KDRS Depot

| o7 192.168.99.2
Web Security —SSLN

Web Security Enabled

(©) Duration 00:02:06
E Remote Access -

VPN Connected =] Bytes Received 1.33 KB
[+ Bytes Sent 13.75 KE

Disconnect
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Tilgjengelige ressurser med VPN

* ESSArch Preservation Platform produksjon
https://essarch.kdrs.no (Alias til server for din organisasjon)

e ESSArch Preservation Platform test
https://essarch-test.kdrs.no (Alias til en av vare testservere)

e Passordbytte KDRS-tjenester
https://rdp2.kdrs.no

e Installer KDRS CA sertifikat pa lokal, dedisert maskin
https://dc-win-2012.kdrs.no/certsrv/certcarc.asp
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Passordbytte KDRS-tjenester

3 Endre passord til KDRS [ X

[m] X

C | A Ikke sikker | b#p//rdp2 kdrs.no

ol 5

=5 Apper Sy Welcome | PRTG (AD

FortiGate i Boockmarks

Brukernavn

Navzrende passord

Nytt passord

Gjenta det nye passordet

[ Prosseser for digitalt Docomentation

& Endre passord til KDRS Digitalt Depot @

brukernavn

Ditt brukernavn for KDRS Digitalt Depot.

Skriv inn ditt ndvaerende passord

Skriv inn et godt passord. Du kan bruke
dette programmet til 3 lage ett.

Skriv inn det nye passordet en gang til, i
tilfellet du har skrevet feil forste gang.

# Endre passord

@ passcore

Powered by PassCore v2.0.2.beta.2 - 055 and MIT Licensed
Copyright @ 2016 Unosquare

Andre bokmerker

Kpmeunearkivinstitisionenes
Digitalie RessersSenter



Passord endret.

Peier) — O w
J Endre passord til KDRS L %
C | A Ikke sikker | b#pt//rdp2kdrs.no * |68
=5 Apper Ry Welcome | PRTG (ADI 82§ FortiGate 9 Bookmarks [3 Prosseser for digitalt Docomentation Andre bokmerker

& Endre passord til KDRS Digitalt Depot 2]

@ Du har klart a endre passordet ditt til KDRS Digitalt Depot.
Vennligs vasr oppmerksom pa at det kan ta noe tid far det nye passordet blir oppdatert alle steder.

Powered by PassCore v2.0.2.beta.2 - ©55 and MIT Licensed
@ passcore Copyright ® 2016 Unosquare

Komeunearkivinstitisjonenes
[Digitale RessersSenter



Installer KDRS CA sertifikat pa dedisert PC

Peter _ 0 W
[ Microsoft Active Director X
C | A lkke sikker | b##%//dc-win-2012.kdrs.no/certsrv/certcarc.asp ¥ Ex B
i5: Apper <Yy Welcome | PRTG (AD!  &2E FortiGate i Bookmarks [% Prosseser for digitalt » Andre bokmerker

Microsoft Active Directory Certificate Services — kdrs-DCAWIN-2012-CA

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate.

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Current [kdrs-DC-WIN-2012-CA] -

Encoding method:

* DER
Base 64
Install CA certificate
Download CA cedificate
Download CA cedificate chain
Download latest base CRL
Download latest delta CRL




Avslutning del 1

| denne sesjonen har vi tatt for oss:

* Nedlasting og oppsett av FortiClient.

* |nstallasjon av FortiToken app pa smarttelefon.
* Oppkobling av VPN til KDRS digitalt depot.

* Tilgjengelige tjenester med VPN koblet opp
mot KDRS Digitalt Depot.



